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A.; Köse, M.; Soysal, G. RF

Fingerprinting Using Transient-Based

Identification Signals at Sampling

Rates Close to the Nyquist Limit.

Electronics 2025, 14, 4. https://

doi.org/10.3390/electronics14010004

Copyright: © 2024 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license

(https://creativecommons.org/

licenses/by/4.0/).

Article

RF Fingerprinting Using Transient-Based Identification Signals
at Sampling Rates Close to the Nyquist Limit
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Abstract: Radio frequency (RF) fingerprinting is regarded as a promising solution to
improve wireless security, especially in applications where resource-limited devices are
employed. Unlike steady-state signals, such as preambles or data, the use of short-duration
transient signals for RF fingerprinting offers distinct advantages for systems with low
latency and low complexity requirements. One of the challenges associated with transient-
based methods in practice is achieving high performance while utilizing low-cost receivers.
In this study, we demonstrate for the first time that the performance of transient-based RF
fingerprinting can be enhanced by designing the filter chain in a software defined radio
(SDR) receiver, taking into account the relevant signal characteristics. The performance
analysis is conducted using transient-based identification signals captured by the SDR
receiver, focusing on the sampling rate and duration of the identification signal. In the
experiments, signals collected from twenty IEEE 802.11 transmitters are used. Experimental
results indicate that so long as the receiver filter parameters and the duration of the identi-
fication signal are properly determined, a high classification performance exceeding 92%
can be achieved for transient-based RF fingerprinting, even at sampling rates approaching
the Nyquist limit.

Keywords: designing filter chain; duration of identification signal; RF fingerprinting; SDR
receiver; transient signals

1. Introduction
With the widespread use of wireless communication systems in a large number of

applications, such as autonomous vehicles and unmanned aerial vehicles in both civil and
military fields, the issue of improving wireless security has become more important. The
conventional password-based security systems are vulnerable to being copied and cracked
by third-party users; moreover, in low-cost systems, complex security mechanisms such
as cryptography cannot be directly applied to mobile devices due to their limited energy
and computing resources [1]. In addition, ensuring wireless security while meeting the
criteria of low power and resource consumption in critical applications is essential. Thus, a
physical layer network security method based on radio frequency (RF) fingerprinting is a
candidate solution for such purposes. RF fingerprints are unique characteristics of wireless
transmitters that are embedded in the transmission signals due to effects of physical layer
hardware imperfections. These characteristics can be obtained from the transient, preamble,
or data signal regions to identify the wireless devices. The physical layer fingerprints
have hardware-specific properties and are hard to mimic, making them be robust [2].
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Since RF fingerprints, carrying unique characteristics of the wireless transmitters while
broadcasting, are embedded directly into the transmission signals, identification of the
transmitters does not require any additional hardware or computational load. In this
respect, RF fingerprinting-based solutions are suitable and promising wireless security
methods for mobile devices that are limited in terms of power and computational resources.

In earlier studies, RF fingerprinting-based solutions relied on the use of high-cost
receivers [3–6], which was a limiting factor for the widespread implementation of these
methods in practical applications. The proliferation of low-cost receivers has led to a
significant rise in the number of studies employing RF fingerprinting techniques for sig-
nals acquired through these devices. Numerous studies have demonstrated that high
classification performance can be achieved with low-cost receivers where fingerprints are
commonly obtained from the long duration preamble signal region [7–11]. On the other
hand, as reported in a recent survey [2], few studies in the literature have employed low-
cost receivers for transient-based RF fingerprinting. In fact, in systems with low complexity
and low latency requirements [12], transient-based methods offer significant advantages.
Namely, these techniques utilize short identification signals at the beginning of transmis-
sions, resulting in lower latency compared to steady-state approaches. In addition, these
techniques do not need any prior knowledge of the wireless communication standard, nor
do they require demodulation of signals [13]. Thus, they also have the advantage of being
computationally efficient.

The sampling rate of the receiver is one of the important parameters that should be con-
sidered for RF fingerprinting-based identification, as discussed in recent studies [2,14–16].
Low-cost receivers have much lower sampling rates, typically in the order of megasamples
per second (MS/s), compared to high-end receivers. Although the effect of sampling
rate on classification performance has been discussed for steady-state approaches [4,8], a
comprehensive discussion is necessary for transient-based techniques. In the literature,
few studies have investigated the effect of sampling rates on the transient-based approach
using high-end receivers. For instance, in [4], a high-end receiver system having a spectrum
analyzer and an oscilloscope with a sampling rate of 4 GS/s was used to investigate this
effect. The minimum sampling rate was taken as 32 times the transmission bandwidth,
which is quite high for analyzing large-bandwidth signals in a low-cost receiver system.
Another study [17], also using a high-end receiver with a 5 GS/s sampling rate, showed that
reducing the sampling rate via decimation in post-processing did not significantly affect the
transient-based classification performance. Although the performance of transient-based
RF fingerprinting has been discussed with low sampling rates by decimating the signals
captured by high-end receivers, demonstrating their usability in low-cost receiver systems
operating at low sampling rates is critical. This is because the signal capturing hardware
directly influences the classification performance [18].

Although transient signals have considerably shorter durations compared to the
steady-state signals, they contain tremendous descriptive information and are more dis-
tinctive [19,20]. To obtain this descriptive information from transmitted signals without
loss, the duration of the identification signal containing transients should be carefully
determined. In the literature, [6] emphasizes the importance of accurately determining
transient duration on the performance for a high-end receiver system. In a recent study [21],
for identification signals including the steady-state portion, the authors indicated that more
information about fingerprints can be obtained by data augmentation. In addition, they
also mentioned that directly increasing the signal duration or sampling rate would likely be
a more effective way under suitable conditions. Thus, the duration of the transient-based
identification signals should also be discussed to analyze the classification performance of
the RF fingerprinting using these signals for low-cost receivers.
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The noise level in signals captured with low-cost receivers may be higher compared
to high-end receivers, so reducing the distorting effects in low-cost receivers is essential
for RF fingerprinting performance [22]. In [8], the noise introduced by low-cost analog
components was reduced using signal processing tools in a computer environment after
the data collection phase, which is called post-collection signal processing. In that study,
signals transmitted from IEEE 802.15.4 devices were collected with low-cost receivers, and
a preamble-based method was employed for classification. In transient-based methods, the
adverse effects of noise may be more pronounced due to the limited number of samples
available for identification. In [13], a smoothing algorithm that reduces the noise effect
was proposed in order to increase the performance of transient-based fingerprints obtained
from the ZigBee devices.

In this study, we aim to reduce noise by designing the filter chain in a low-cost receiver
in accordance with the spectral characteristics of transmitted signals, while also enabling
high out-of-band rejection at the data acquisition step. Consequently, unlike the methods
that reduce noise through post-collection signal processing, the proposed approach does not
introduce any additional processing associated with noise reduction for RF fingerprinting.
Additionally, unlike previous studies that examined the effect of sampling rate with high-
end receivers, we focus on a transient-based approach at low sampling rates, particularly
using a low-cost receiver. The impact of the designed receiver filters on classification
performance is analyzed for various sampling rates and two SNR levels. Additionally, the
effect of the duration of the identification signal, an important parameter influencing RF
fingerprinting performance, is examined, even though the design of the receiver filter is
independent of this parameter. In the experiments, signals collected from twenty Wi-Fi
transmitters are used. As a result, we show that transient-based RF fingerprinting can be
effectively employed at sampling rates approaching the Nyquist limit so long as the receiver
filter parameters and the duration of the identification signal are properly determined.

The main contributions of this study can be summarized as follows. To the best of our
knowledge, the following aspects are considered for the first time:

− We demonstrate that the performance of RF fingerprinting can be enhanced by designing
the filter chain in an SDR receiver, taking into account the relevant signal characteristics.

− This study presents an experimental investigation of the impact of low sampling rates
on transient-based RF fingerprinting, specifically employing a low-cost receiver.

− The impact of the duration of the transient-based identification signal at various
sampling rates on the classification performance is presented.

The rest of this paper is organized as follows. Section 2 describes the fingerprinting
system. Section 3 presents the experimental setup. In Section 4, the design of the receiver
filter chain in the SDR receiver is described. Experimental results are given in Section 5.
Section 6 concludes the paper.

2. RF Fingerprinting System
The block diagram of the RF fingerprinting system considered in this work is given

in Figure 1. In the data acquisition stage, Wi-Fi signals are captured using a low-cost SDR
receiver, operating at low sampling rates. We design the receiver filter chain in the SDR, as
explained in Section 4, considering the properties of Wi-Fi signals. After data acquisition,
transient signals at the beginning of each Wi-Fi packet are detected in the detection stage.
Features are extracted from detected signals and applied to a classifier. Details of the
methods used in transient detection, feature extraction, and classification stages are given
in the remaining part of this section.
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RF signals are down-converted and digitized using an SDR receiver that has a zero
intermediate frequency (IF) receiver architecture. By using the in-phase, xI [n], and quadra-
ture, xQ[n] signals obtained from the SDR receiver, a complex baseband signal centered at
zero frequency is formed as follows:

x[n] = xI [n] + jxQ[n] (1)

Instantaneous amplitude values of the complex baseband signal, given in Figure 2, are
usually utilized for RF fingerprinting purposes, which are calculated as

a[n] =
√

x2
I [n] + x2

Q[n] (2)
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In the detection stage, transient signals are detected and their arrival times are es-
timated. Wi-Fi transmitters emit signals, having transient characters at the start of each
packet until they increase the power up to a certain level. Accurately detecting transient
signals and determining their starting points is a challenging problem due to the non-
stationary nature of these signals. However, the success of this task directly affects the
performance of the overall system. In this study, a robust transient detection method [23],
which is based on a generalized likelihood ratio algorithm, is employed. In this method,
after detecting the transients, the starting points of these signals are estimated within an
abrupt change detection framework. Since the signals we are analyzing are sampled at low
rates, the transition from channel noise to signal appears as an abrupt change, making this
method suitable for our purposes.

In this method, detection is performed by identifying a change in the parameters of the
instantaneous amplitudes a[n] of the signals. They are taken as a sequence of independent
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Gaussian random variables with different parameters before and after the change point. A
recursive decision function is defined as:

g[n] = max{0, g[n − 1] + L[n]} (3)

where n is the current time index and L[n] is the log-likelihood ratio with the model
parameters before and after the change point.

L[n] = ln
p
(
x[n − W + 1]; θ̂1[n]

)
p
(
x[n − W + 1]; θ̂0[n]

) (4)

where θ̂0[n] =
(
µ̂0[n], σ̂2

0 [n]
)

and θ̂1[n] =
(
µ̂1[n], σ̂2

1 [n]
)

are the estimated parameters before
and after the change point, respectively, and W is the size of the sliding test window that is
used for obtaining θ̂1[n]. µ̂0,1[n] and σ̂2

0,1[n] are the sample mean and the sample variance,
respectively, and the methodology employed for estimating these parameters is detailed
in [23].

By estimating the model parameters, the decision function is calculated for each ob-
servation and compared with a threshold. After detection is performed, which means
the decision function exceeds the threshold, the transient starting point is estimated
by calculating:

argmin
i

{S[i]} − W + 1 (5)

where i denotes the index of the sample being tested as a possible change point and is
limited with the time instant that the decision function exceeds the threshold. S[i] is the
cumulative sum of log-likelihood ratios, calculated as:

S[i] =
i

∑
j=1

L[j] (6)

Since there may be different transient durations among the various transmitters oper-
ating in the same transmission standard [4,6], determining a single duration is challenging.
In the literature, there are studies that determine the duration by visual inspection [3]
or through an empirical approach [6]. In this study, we use identification signals that
contain transients and have a constant length determined experimentally. We refer to these
signals as transient-based identification signals, which are considerably shorter in duration
compared to preamble signals, as seen in Figure 2.

Instantaneous amplitude values of transient-based identification signals are used as
features since they carry characteristic information that can be utilized for device classifica-
tion. In order to mitigate the influence of signal power on classification performance, these
features are normalized as follows:

F[n] =
a[n]√

P
(7)

where P is average signal power. Features are classified through a classifier based on
probabilistic neural network [24], in which a Parzen window approach is used to estimate
the distribution of each class during the training phase. In the testing step, the new input
data are assigned to the class that have the highest posterior probability.

3. Experimental Setup
In the experiments, IEEE 802.11n signals were captured in wireless conditions from

20 Wi-Fi transmitters operating on a 20 MHz channel using a software-defined radio (SDR),
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which are shown in Figure 3. The transmitters were connected to USB hubs. The positions
of these hubs and the SDR receiver were fixed and located 3 m apart from each other,
maintaining a line-of-sight. The SDR receiver, Analog Devices ADALM Pluto [25], has
a zero-IF receiver architecture and is used to capture in-phase and quadrature baseband
signals at different sampling rates of 20 MS/s, 25 MS/s, 40 MS/s, and 60 MS/s. In a zero-IF
receiver, the baseband bandwidth is half of the RF channel bandwidth [26]. Therefore,
for the 802.11n transmissions with a 20 MHz channel bandwidth examined in this study,
the baseband bandwidth is 10 MHz. In this case, the Nyquist sampling rate is 20 MS/s,
and 25 MS/s corresponds to the commonly used value of 2.5 times the baseband channel
bandwidth in practice. The value of 60 MS/s was chosen as close to the maximum sampling
rate of the SDR, i.e., 61.44 MS/s. Thus, the classification performance of transient-based RF
fingerprinting was investigated at sampling rates in the order of MS/s as well as close to
the Nyquist limit.
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A total of 6000 signals were collected for each sampling rate by obtaining 300 samples
from each of 20 Wi-Fi transmitters operating in IEEE 802.11n with a bandwidth of 20 MHz.
The details about the Wi-Fi transmitters are given in Table 1. The receiver gain was adjusted
to two different levels to capture the signals with different SNR values. The average SNR
levels across all transmissions were calculated as 30 dB for high receiver gain. For low
receiver gain, the calculated SNR was 15 dB, which is the minimum SNR needed to support
many wireless local area network applications in practice [27].

Table 1. IEEE 802.11 transmitters used for the experiments.

Model Chipset Quantity

TP-Link WN722N Realtek RTL8188EUS 13
TP-Link WN725N Realtek RTL8188EUS 3
Mercusys MU6H Realtek RTL8811CU 2

Mercusys MW150US Realtek RTL8188EU 2

4. Designing Filter Chain in SDR Receiver
In an SDR receiver, the RF signal is down-converted to the baseband with the I/Q

mixer and then passed through a receiver filter chain, consisting of analog and digital filters,
on the transceiver chip [28]. The receiver filter chain provides anti-aliasing, bandwidth
limiting, and out-of-band rejection. Although these filters have default settings, configuring
the filters in accordance with the characteristics of specific applications, the properties of
the transmitted signal, and the conditions of environment is essential in order to obtain the
expected outcomes while working with real life scenarios [29].

For the ADALM Pluto SDR employed in this work, the receiver filter chain of AD9363
transceiver chip [26] can be used with default settings. However, the default filter chain
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may not satisfy the specific requirements of the application, in which case a custom filter
can be designed by taking into account the specific requirements of the application [30].
Since our main aim is to extract fingerprints carrying characteristic information about the
wireless transmitters, we need to focus on the spectrum of transmitted signals to obtain the
distinctive features with minimal distortion. Therefore, a custom filter chain was designed
to retain the spectrum of the desired signals as much as possible while at the same time
rejecting signals in adjacent channels as well as the out-of-band noise.

Parameters of the custom filter chain were determined considering the transmit spec-
trum mask for the orthogonal frequency division multiplexing (OFDM) physical layer
defined by IEEE 802.11 standard for Wi-Fi transmitters [31]. According to the regulatory
restrictions, for the channel bandwidth of 20 MHz, the transmitted spectrum must have a
0 dBr (dB relative to the maximum spectral density of the signal) bandwidth that does not
exceed 18 MHz [31]. Additionally, the transmitted spectrum must have −20 dBr, −28 dBr,
and −40 dBr at frequency offsets of 11 MHz, 20 MHz, and 30 MHz or greater, respectively.
Hence, in practice, interference with adjacent channels is mitigated by designing Wi-Fi
transmitters with output filters that have a high roll-off.

Because of the restrictions imposed on the output power of transmitters, spectral
components outside the transmission bandwidth will be significantly attenuated. Extracting
RF fingerprints from outside the transmission bandwidth may become impractical due
to background noise and signals in adjacent channels. Therefore, filter chain parameters
were determined by considering transmitted spectrum. RF bandwidth was set as close as
possible to 18 MHz, which is 0 dBr bandwidth of Wi-Fi transmitters, and the bandwidth
of the analog low-pass filter was defined accordingly. An FIR filter was designed with a
passband frequency of 9 MHz and a stopband frequency of 11 MHz. The design of the
receiver filter chain of AD9363 was performed using the MATLAB application developed
by Analog Devices [28,32]. The designed filter characteristics for a sampling rate of 40 MS/s
are shown in Figure 4. The designed filter chain is separately applied to real-valued in-
phase and quadrature signals obtained from the SDR receiver. The results of classification
performance for Wi-Fi signals obtained by using both default and designed filter chains are
presented in Section 5.2.
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5. Experimental Results
The effects of the receiver filter chain, sampling rate, and identification signal duration

on classification performance were examined using experimental data. This section first
describes the design of the receiver filter chain and then shows its impact on classification
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performance, comparing the performance of the designed filter with that of the default
filter to demonstrate its effectiveness.

5.1. Effects of Receiver Filter Chain on the Signal Spectrum

In order to see the effects of the default and designed filters on the spectrum of the
received signals, power spectral densities of the signals obtained by using the corresponding
filters at sampling rates of 20 MS/s and 40 MS/s are given in Figures 5 and 6. As illustrated
in Figure 5a,b, the default filter chain distorts the spectral components of the signal near
the bandwidth edges at a sampling rate of 20 MS/s, while inadequately filtering the out-of-
band components at a sampling rate of 40 MS/s. On the other hand, for the designed filter,
the desired signal spectrum is obtained without distortion and with significant attenuation
of out-of-band components for both sampling rates, as shown in Figure 6a,b.
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As seen in Figure 5, since the default settings of the receiver filter chain are based on the
baseband sampling rate [30], as the sampling rate increases, the overall filter bandwidth of
the default filter chain is broadened; conversely, a decrease in the sampling rate will result
in a narrower bandwidth of the default filter chain. Note that the frequency ranges are not
identical in the figures. Specifically, as the sampling rate decreases further, approaching
the Nyquist sampling rate, the bandwidth of the filter becomes narrower than the signal’s
bandwidth, which will cause distortions on the spectral components of the signal, as
seen in Figure 5a. This distortion cannot be compensated even with post-collection signal
processing. In addition, out-of-band components cannot be adequately filtered out because
the default filter bandwidth broadens as the sampling rate increases.

On the other hand, as seen in Figure 6a,b, the designed filter chain retains the spectral
components of the desired signal as much as possible while providing a high out-of-band
rejection. Unlike the default filter chain, which is set according to the baseband sampling
rate, our designed filter chain is configured according to the bandwidth of the transmitted
IEEE 802.11n signals. Therefore, as the sampling rate changes, except for the insignificant
variations due to the clock rate and decimation factor, the overall filter characteristic remains
almost constant.
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Comparing Figures 5b and 6b, although the signals obtained using the designed
and the default filter have the same bandwidths, the corresponding filters have different
attenuation rates outside the passband. Specifically, at an offset value of 12 MHz from the
center frequency, the power spectral densities of the signals obtained using the default filter
and the designed filter are approximately −103 dBm/Hz and −120 dBm/Hz, respectively.
The designed filter provides a high out-of-band rejection that results in higher attenuation
outside the transmission bandwidth. Therefore, decreasing the distorting effects of the
out-of-band noise will prevent the RF fingerprints being distorted.

5.2. Classification Performance Results

Evaluating the performance of transient-based RF fingerprinting relies on classification
tests conducted using a Monte Carlo cross-validation approach, which consists of 100 trials.
In each trial, 80% of the fingerprints extracted from 300 signals for each transmitter were
randomly selected to form the training set, while the remaining fingerprints were used
for testing. Normalized instantaneous amplitude values of transient-based identification
signals, given in (7), were used as features. RF fingerprints consisting of these features were
classified using a classifier based on probabilistic neural network, as explained in Section 2.
The classification performance presented in this section were obtained by averaging the
results of the trials.

The classification accuracy is defined as the ratio of correctly classified signals to the
total number of signals in the test set. In each classification test, 20% of the 300 signals
collected from each of the 20 Wi-Fi transmitters, a total of 1200 unknown test signals,
were classified.

Comparisons of the classification results for default and designed receiver filter chains
for both collected SNR values of 15 dB and 30 dB are given in Figures 7a and 7b, respectively.
For the default filter, performance degrades both at low and high sampling rates, especially
at low SNR. For low sampling rates, as previously mentioned, the filter bandwidth becomes
narrower. So, the distinctive information that can be obtained from the identification
signals is lost. On the other hand, for high sampling rates, the filter bandwidth becomes
broadened, increasing the out-of-band noise that distorts the RF fingerprints. For the high
SNR value, the distinctive information is more likely to be preserved, resulting in lower
performance degradation.
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Figure 7. The classification performance results for the designed and default filter chains for SNR
values of (a) 15 dB and (b) 30 dB.

With proper filter design according to the IEEE 802.11n signals, the classification
performance is superior to that of the default filter chain at all sampling rates for both SNR
levels. This result shows that the proper filter design prevents distortion on RF fingerprints.
The performance improvement achieved with the designed filter is remarkable at the lower
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SNR value, as seen in Figure 7a. With the designed filter, classification accuracies are
approximately 92% and 99% at sampling rates exceeding 2.5 times the baseband bandwidth
for SNR values of 15 dB and 30 dB, respectively.

The improvement in classification performance achieved by using the designed re-
ceiver filter chain, as compared to the default filter, for both 15 dB and 30 dB SNR values
is presented in Table 2. There is an improvement in classification accuracy for both SNR
values, with a particularly significant improvement observed at 15 dB SNR, highlighting
the importance of proper filter design, especially for low SNR values.

Table 2. The improvement in classification performance achieved by using the designed receiver
filter chain, as compared to the default filter.

SNR 20 MS/s 25 MS/s 40 MS/s 60 MS/s

15 dB 15.0% 7.7% 3.9% 20.4%
30 dB 6.9% 0.5% 0.6% 2.0%

To evaluate the impact of sampling rate, the variation in classification performance
relative to the Nyquist limit at different sampling rates for the designed and the default
filters is presented in Table 3. Changing the sampling rate for the default filter directly
affects classification performance; in fact, performance can be even worse than what is
observed at the Nyquist limit. On the other hand, the impact of the sampling rate is
negligible when using the designed receiver filter chain, indicating that high performance
can be achieved using low-cost receivers operating at low sampling rates.

Table 3. The variation in classification performance relative to the Nyquist limit at different sam-
pling rates.

Designed Filter Default Filter

Sampling Rate 30 dB SNR 15 dB SNR 30 dB SNR 15 dB SNR

25 MS/s 1.2% 1.4% 7.6% 8.2%
40 MS/s 1.3% 2.1% 7.6% 12.9%
60 MS/s 1.6% 3.4% 6.4% −1.3%

While utilizing the designed filter chain in the SDR receiver, the classification results
obtained for different sampling rates and identification signal durations are presented in
Figures 8 and 9 for 15 dB and 30 dB, respectively. Extending the identification signal dura-
tion to a certain value substantially enhances classification performance for all sampling
rates; however, no significant improvement is observed when further increases beyond that
point are conducted.

For the 15 dB SNR value, when the signal duration exceeds 0.6 µs, the classification
performance reaches approximately 92%, and no significant enhancement is attained for
sampling rates greater than 2.5 times the baseband bandwidth, as illustrated in Figure 8. On
the other hand, determining an insufficient signal duration results in incomplete capture
of the transient signal containing characteristic information, which adversely affects the
classification performance. For very short signal durations, increasing the sampling rate
improves the classification performance to a certain extent; however, it remains below the
achievable level.

For the 30 dB SNR value, as illustrated in Figure 9, classification performance is
similarly affected by the sampling rate and signal duration, as observed in the lower SNR
scenario. It is evident that a shorter signal duration is sufficient to attain high classification
performance at 30 dB SNR. Specifically, with a signal duration of 0.4 µs, classification
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performance approaches 99% across all sampling rates, even at the Nyquist limit. As
SNR increases, the duration of the identification signal required to acquire the achievable
performance decreases approximately at a ratio of 2/3.
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Figure 8. Classification performance results for different sampling rates and identification signal
durations for the designed filter at the SNR value of 15 dB.
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6. Conclusions
In this paper, we propose designing the filter chain in a low-cost SDR receiver in

accordance with the relevant signal characteristics to improve the transient-based RF
fingerprinting performance. The designed filter enables both noise reduction and high
out-of-band rejection in the data acquisition step. Thus, a high classification performance is
achieved at low sampling rates, even close to the Nyquist sampling limit. Experimental
results imply that increasing the duration of the transient-based identification signal yields
more distinctive information about the transmitters rather than using a high sampling
rate, which is simply a cost-effective solution. As a new research topic, comparing the
classification performance obtained with different types of SDR receivers using the pro-
posed approach can yield valuable insights. In addition, the impact of radio channels on
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classification performance, particularly regarding the effects of transmitter and receiver
locations, is considered as a future study.
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